
How To Protect 

for Digital Health 
Technologies 

A Primer on the GDPR: 



It is not data that is            
being exploited, 
 

 that are being 
exploited. 

-Hippocratic Oath -Edward Snowden 



This carousel is made using             
resources from: 

1. The official Website 

2. The Website 



One of the key tenets of medicine is patient 
confidentiality. In an increasingly advanced 
technological age, patient information is           
often stored in the form of electronic data. 
 
In order to build and maintain trust amongst 
public members of society towards digital 
health technologies, every effort must be 
made to ensure that this trust is not violated. 

 
In this carousel, we will explore the 

that exist to do just that. 





The General Data Protection Regulation 
(GDPR) is a that 
affects every company collecting and storing 
EU citizens' data regardless of where they're 
located.  
 
The General Data Protection Regulation 
(GDPR) is the toughest privacy and security 
law in the world.  
 
Though it was drafted and passed by the         
European Union (EU), it imposes obligations 
onto organizations anywhere, so long as they 
target or collect data related to 



The regulation was put into effect on May 25, 
2018.  
 
The GDPR will levy harsh fines against those 
who violate its privacy and security                 
standards. 
 

The maximum penalty is 
or , whichever is 
higher.  
 
Data protection authorities can also issue 
sanctions, such as bans on data processing 
or public reprimands.  



The GDPR is retained in domestic law as the 
, it sits alongside an amended            

version of the DPA 2018.  
 

The key principles, rights and                   
obligations remain the same.  
 
However, there are implications for the rules 
on transfers of personal data between the UK 
and the EEA. 



The GDPR defines an array of legal terms at length. 
Below are some of the most important ones:  

— Personal data is any information that             
relates to an individual who can be directly or indirectly  
identified. 
 

— Any action performed on data,               
whether automated or manual. 
 

— The person whose data is processed.              
These are your customers or site visitors. 
 

— The person who decides why and how              
personal data will be processed. If you’re an owner or           
employee in your organization who handles data, this is you. 
 

— A third party that processes personal                 
data on behalf of a data controller. 





Any organization that processes the 
personal data of 

must comply with the GDPR.  
 
“Processing” is a broad term that covers 
just about anything you can do with data: 
collection, storage, transmission,              
analysis, etc.  
 
“Personal data” is any information that 
relates to a person, such as names, email 
addresses, IP addresses, eye color,             
political affiliation, and so on. 



The whole point of the GDPR is to 
belonging to EU citizens 

and residents.  
 
Even if an organization is not connected to 
the EU itself, if it processes the personal data 
of people in the EU (monitoring their                
behaviour or offering goods and services),           
it must comply.  
 
The law, therefore, applies to organizations 
that handle such data whether they are            
EU-based organizations or not, known as 

 



If you are a HealthTech company that 
creates a product that collects or  
processes data of citizens within the 
EU/UK — You must comply with the 
GDPR . 
 

Be it a wellness app used in the           
community or one used in a clinical 
setting.  
 

to check your                  
compliance BEFORE starting any data 
processing activities.  





The first step is to conduct a 
to determine what personal data they control, 
where it is located, and how it is secured.  

Organizations can comply with the GDPR by           
implementing and 
safeguards to protect personal data they control.  
 

They must also 
outlined in the GDPR, such as obtaining consent 
and ensuring data portability.  
 

You may also be required to appoint a                  
and update your privacy 

notice, among other organizational measures.  



Review the  GDPR checklist to learn 
more about the steps to compliance.  

Available here at: 
 

https://gdpr.eu/checklist/


You’re required to handle data securely by                    
implementing “appropriate technical and                         
organizational measures.” For Example: 

• Requiring your employees 
to use 

on                     
accounts where personal 
data are stored. 

 
Contracting with cloud        
providers that use 

• , adding 
a data privacy policy to 
your employee handbook. 

 

to only 
those employees in your 
organization who need it.



A Data Protection Impact Assessment (DPIA) is 
required under the GDPR any time you begin a new 
project that is likely to involve to other 
people’s personal information. 
 

a DPIA is 
recommended if: 
 

“you’re processing personal data related to “racial 

or ethnic origin, political opinions, religious or                        
philosophical beliefs, or trade union membership, 
and 

for the purpose of uniquely identifying a natural 
person, data concerning health or data concerning 

a natural person’s sex life or sexual orientation”  



As outlined in Article 35, the GDPR requires 
DPIAs to contain the following elements: 
 

• of the envisaged processing                      
operations and the purposes of the processing,                         
including, where applicable, the legitimate                                  
interest pursued by the controller. 

 
• of the necessity and proportionality of 

the processing operations in relation to the purposes. 
 
• to the rights and freedoms 

of data subjects. 
 
• to address the risks, including             

safeguards, security measures and mechanisms to     
ensure the protection of personal data and to               
demonstrate compliance with the GDPR. 

https://gdpr.eu/article-6-how-to-process-personal-data-legally/
https://gdpr.eu/article-6-how-to-process-personal-data-legally/


The UK’s Information Commissioner’s Office, 
which is responsible for enforcing the GDPR in 
that country, has prepared a 

The document will guide you through the process 
of determining whether your data processing            
activity .  

https://gdpr.eu/wp-content/uploads/2019/03/dpia-template-v1.pdf
https://gdpr.eu/wp-content/uploads/2019/03/dpia-template-v1.pdf


You must prepare your DPIA  
beginning any data processing               

activity.  

 

Ideally, you should conduct your DPIA 
 the planning stages of your new 

project.  

 

If you have a  you 
must consult with that person, and any other 
key stakeholders involved in the project, 
throughout the course of the DPIA.

https://gdpr.eu/data-protection-officer/


A Data Protection Officer (DPO) role is to:   
 

• and how it applies to the 
organization,  

• about their     
responsibilities,  

• trainings,  

• ,  
• with regulators. 



There are three conditions under which 
you are required to appoint a DPO: 
 
• other than a court         

acting in a judicial capacity. 
 
• Your core activities require you to 

on a large 
scale.  

 
• Your core activities are 

 listed under Article 
9 of the GDPR (e.g. processing health data such 
as patient health records) or data relating to 
criminal convictions and offenses mentioned 
in Article 10.  





Under the Data Protection (Charges and 
Information) Regulations 2018,                       
individuals and organisations in the UK 
that process personal data need to              

to 
the Information Commissioner's Office 
(ICO), unless they are exempt.  



There are a few circumstances where you 
may be exempted from paying the ICO fee.  
 
The ICO has helpfully created an 

 to help you 
determine whether you are exempted or 
not. 



The Data Security and Protection Toolkit is an online 
self-assessment tool that all organisations must use 
if they have 

You will need to identify a Data protection Officer. 
 
It enables organisations to measure and publish their 
performance against the National Data  Guardian's  

. 
 
All organisations that have access to NHS patient da-
ta and systems must use this toolkit to provide as-
surance that they are practising 

and that 
. 



Hope you found 
this helpful! 

This is a series we are making to help 
HealthTech Innovators access better 

resources.  
 

Just our small way of helping! 


